04-788 



AGREEMENT BETWEEN THE GOVERNMENT OF THE UNITED 
STATES OF AMERICA AND THE GOVERNMENT OF THE UNITED 
KINGDOM OF GREAT BRITAIN AND NORTHERN IRELAND ON 
COOPERATION IN SCIENCE AND TECHNOLOGY FOR CRITICAL 
INFRASTRUCTURE PROTECTION AND OTHER HOMELAND/CIVIL 

SECURITY MATTERS 



The Government of the United States of America and the Government of the 
United Kingdom of Great Britain and Northern Ireland (hereinafter referred to as 
the "Parties"): 

Having a common interest in research and development relating to critical 
infrastructure protection and other homeland/civil security matters; 

Seeking to make the best use of their respective research and technology 
development capacities, eliminate unnecessary duplication of work and obtain the 
most efficient and cost effective results through cooperative activities; 

Desiring to increase the exchanges of information and personnel in areas pertinent 
to the identification of homeland/civil security threats and countermeasures and the 
development of technical standards, operational procedures, and supporting 
methodologies that govern the use of relevant technologies; 

Stressing that physical and cyber-based critical infrastructures and other 
homeland/civil security capabilities, both governmental and private, are essential to 
the operations and security of the Parties' respective economies and governments; 

Noting that the Parties' economies are increasingly interdependent, and that 
infrastructure protection and homeland/civil security are of paramount concern to 
the Parties' respective governments; 

Being aware of research, development, testing, evaluation, development of 
technical standards and operations in both countries in chemical, biological, 
radiological, nuclear and explosive countermeasures and in other areas that could 
enhance critical infrastructure protection and homeland/civil security; 

Noting the important work accomplished * under arrangements such as the 
Memorandum of Understanding between the Secretary of Defense on behalf of the 
Department of Defense of the United States of America and the Secretary of State 
for Defence of the United Kingdom of Great Britain and Northern Ireland 
Concerning Counter Terrorism Research and Development of April 6, 1995, and 
desiring to avoid duplicating those efforts; 



Recognizing a common desire to: 



• expand the homeland/civil security technology capabilities of each 
Party; 

• minimize unnecessary duplication of work; 

• obtain more efficient and cost-effective results; and - , . 

• adapt more flexibly to the dynamic threat environment 

through information exchanges and the conduct of jointly-funded projects that are 
mutually beneficial and that relate to the application of state-of-the-art and 
emerging security technologies, making best us© of the Parties' respective research, 
development, and testing and evaluation capacities; 

Affirming a common interest in enhancing the longstanding collaborative efforts of 
the Parties' respective agencies, private sector and governmental organizations, and 
academic institutions in generating scientific and technological solutions to counter 
threats, reduce vulnerabilities, and respond to and recover from incidents and 
emergencies in those areas having the potential for causing significant security, 
economic, and/or social impacts; 

•v 

Desiring to set forth a vehicle for the conduct of cooperative scientific and 
technological research, development, testing and evaluation in the fields of critical 
infrastructure protection and homeland/civil security; 

Agree to the following: 



Article I 
Definitions 

For purposes of this Agreement between the Government of the United States of 
America and the Government of the United Kingdom of Great Britain and Northern 
Ireland on Cooperation in Science and Technology for Critical Infrastructure 
Protection and Other Homeland/Civil Security Matters (the "Agreement"), the 
Parties have adopted the following definitions: 

Business Confidential Has the meaning given to it in Section HI of Annex I 
Information to the Agreement between the Government of the 

United States and the Government of the United 
Kingdom of Great Britain and Northern Ireland 
concerning the Agreement on the Annex on 
Intellectual Property Rights of November 29, 1995. 



Classified Information 



Official information that requires protection for 
national security, law enforcement, civil security, 
commercial or other reasons and is so designated by 



Contract 



Contracting Agency 



Contractor 



Controlled Unclassified 
Information 



the application of the appropriate security 
classification markings in accordance with the 
national laws, regulations, policies, or directives of 
either Party. It may be in oral, visual, magnetic, 
electronic, or documentary form, or in the form of 
Equipment and Material or technology. 

Any mutually binding legal relationship under the 
national laws of either Party that obligates a Contractor 
to furnish supplies or services in relation to a Project, 
and obligates one or both of the Parties to pay for them. 

Any entity within the government organization of a 
Party that has authority to enter into, administer, 
and/or terminate contracts. 

Any entity awarded a Contract by the relevant Party's 
Contracting Agency. 

Information that is not Classified Information, but to 
which access or distribution limitations have been 
applied in accordance with national laws, regulations, 
policies, or directives of either Party. Whether the 
information is provided or generated under this 
Agreement, it will be marked to identify its sensitive 
character. This definition includes, but is not limited 
to information marked "Sensitive Homeland Security 
Information", "For Official Use Only", "Law 
Enforcement Sensitive Information" or "Protected 
Critical Infrastructure Information". Controlled 
Unclassified Information may include Proprietary 
Information. 



Cooperative Activity 



Critical Infrastructure 



Any form of activity described in Article VII (Forms 
of Cooperative Activity) of this Agreement under 
which the Parties agree to cooperate to achieve the 
objectives of this Agreement. Such activity will 
normally take the form of a Project. 

Governmental and/or private activities or sectors that 
are identified by each Party in its laws, executive 
orders, directives or policies as "Critical 
Infrastructure". 



Equipment and Material 



Any material, equipment, end item, subsystem, .or 
component generated, acquired or provided for use in 
any Cooperative Activity. 



Intellectual Property 



Has the meaning given in Article 2 of the Convention 
Establishing the World Intellectual . Property 
Organization, done at Stockholm, July 14, 1967. It 
may also include other subject matters as agreed by 
the Parties. 



Participant 



Project 



Project Arrangement 



Project Background 
Information 

Project Foreground 
Information 



Any non-federal or non-central government person or 
entity, including but not limited to a private sector 
organization, academic institution, Contractor or 
laboratory (or subsidiary thereof) engaged in 
accordance with Article DC (Participants). 

A specific form of Cooperative Activity described in 
Article VHI (Projects). 

The instrument setting out the scope of any Project to be 
carried out by the Parties. 

Information not generated in the performance of a 
Project. 

Information generated in the performance of a Project. 



Project Information 



Proprietary Information 



Any information provided to, generated in, or used in a 
Project regardless of form or type, including that of a 
scientific, technical, business, or financial nature, and 
including photographs, reports, manuals, threat data, 
experimental data, test data, designs, specifications, 
processes, techniques, inventions, software, source 
code, drawings, technical writings, sound recordings, 
pictorial representations, and other graphical 
presentations; whether in magnetic tape, electronic 
media, computer memory, or any other form and 
whether or not subject to intellectual property 
protections. 

Information which is owned by a private individual, 
corporation, or a government and which is either: (a) 
known only to the owner and/or persons in privity with 
the owner, and therefore not available to the public, or 
(b) is known to the public but is entitled to intellectual 
property or other legal protection against unauthorized 
use. 



Research, Development, Programs and activities, including basic research, 
Testing, and Evaluation applied research, advanced technology development, 
(RDT&E) proof of principle, verification, validation, and 

development of technical standards of the Parties and/or 
Participants that seek to identify, develop, and 
implement technological and analytical solutions, tools 
and techniques to address the homeland/civil security 
capability needs of each Party. 

Third Party Any entity or person who is neither a Party to this 

Agreement nor a Participant in any of its Cooperative 
Activities. 



Article n 
Objective 

The objective of this Agreement is to establish a framework to encourage, develop 
and facilitate bilateral Cooperative Activity in science and technology that 
contributes to the homeland/civil security capabilities of both Parties in: 

1 . the protection of Critical Infrastructure; 

2. the prevention and detection of, response to, and forensics and attribution 
applied to terrorist or other homeland/civil security threats and/or indicators; and 

3. crisis response and consequence management and mitigation for high- 
consequence events. 



Article in 
Means of Achieving Objectives 

The Parties shall seek to achieve the objectives set out in Article II (Objectives) by: 

1. facilitating a systematic exchange of technologies, personnel, and 
information derived from or applied to similar and complementary operational 
research, development, testing, and evaluation programs; 

2. collaborating to develop technologies and prototype systems that assist in 
countering present and anticipated terrorist actions in their respective territories and 
other homeland/civil threats that satisfy their common strategic interests and 
requirements; 

3. integrating or adapting the homeland/civil security technologies of each 
Party to save development costs; 



4. conducting evaluation and testing of prototype homeland/civil security 
technologies; 

5. developing an approach to identify shared priorities for Cooperative 
Activity; 

6. ensuring consistent and appropriate measures of effectiveness by 
development and implementation of appropriate standards and supporting test 
protocols and methodologies; 

7. involving, as appropriate, a wide range of public and private sector research 
and development organizations in Cooperative Activity developed pursuant to this 
Agreement; 

8. providing reciprocal opportunities to engage in Cooperative Activity, with 
shared responsibilities and contributions, which are commensurate with the Parties ' 
or the Participants' respective resources; 

9. providing comparable access to government-sponsored or government- 
supported programs and facilities for visiting researchers and experts, and 
comparable access to and exchange of information and Equipment and Material; 
and 

10. facilitating prompt exchange of information and Equipment and Material, 
which may affect Cooperative Activity, and facilitating the dissemination of 
information and Equipment and Material, consistent with applicable national laws, 
regulations, policies and directives. 

Article IV 

Executive Agents 

1. The Undersecretary of Science and Technology of the United States 
Department of Homeland Security is the primary official within the Government of 
the United States with, responsibility for the executive oversight of Cooperative 
Activity within the United States and is hereby designated as the "US Executive 
Agent" responsible for the administration of this Agreement. The duties of the US 
Executive Agent may be performed on his behalf by the Assistant Secretary of 
Homeland Security for Science and Technology. 

2 . The Chief Scientific Advisor of the Home Office (or equivalent position in the 
event of a reorganization) is the primary official within the Government of the United 
Kingdom of Great Britain and Northern Ireland with responsibility for executive 
oversight of Cooperative Activity within the United Kingdom and is hereby 
designated as the "UK Executive Agent" responsible for the aobninistration of this 
Agreement. The duties of the UK Executive Agent may be performed on his behalf 



by the Chief Scientist of the Police Scientific Development Branch of the Home 
Office. 

3 . Prior to undertaking Cooperative Activity (including any Project) under this 
Agreement, the Parties through their Executive Agents designated above, shall 
agree in writing upon the nature, scope, and duration of the Cooperative Activity. 

Article V 
Management 

1. The Executive Agents shall appoint Agreement Directors who shall be 
responsible for the day-to-day management of this Agreement and its Cooperative 
Activities. In addition the Agreement Directors shall be responsible for: 

a. promoting Cooperative Activity under this Agreement; 

b. managing activities carried out under this Agreement and its Projects and 
exercising technical and financial oversight; 

c. monitoring the overall use and effectiveness of this Agreement; 

d. recommending amendments to this Agreement to the Parties; 

e. resolving issues; 

f. authorizing involvement by Participants in Cooperative Activities pursuant 
to this Agreement; 

g. establishing and maintaining security guidelines, including procedures 
related to exchange, storage, and transmission of information and 
equivalent security markings to be applied to exchanged information in 
accordance with Article XII (Information Security); 

h. developing and maintaining an outline of the Cooperative Activities and 
their associated costs. This outline will be known as the annual work plan 
and will document the work to be carried out under each Project 
Arrangement; and 

i. developing and maintaining a strategic plan setting out the objectives of the 
Cooperative Activities being carried out at any given time and the Parties' 
intentions for future cooperation. 

2. The Agreement Directors shall meet at least annually to review 
implementation of the Agreement and at such other times . as they consider 
necessary to implement this Agreement. The Agreement Directors shall be 



responsible for coordinating with other coordination bodies established by the 
Parties. 



Article VI 

Areas of Cooperative Activity 

The Parties shall facilitate Cooperative Activity in broad areas related to protection 
of Critical Infrastructure and homeland/civil security. Areas of Cooperative 
Activity include, but are not limited to: 

1. development and implementation of threat and vulnerability assessments, 
interdependency analyses, and methodologies related to potential threats to Critical 
Inrrastructure systems and other homeland/civil security scenarios; 

2. assessment of prior operational experiences and evaluation for the purposes 
of articulating operational deficiencies into definable technical requirements and 
appropriate standards and supporting methodologies; 

3. integration of existing technologies for use in surveillance and detection in 
support of permissible homeland/civil security activities, or in defense against 
terrorism and other homeland/civil security threats; 

4. research and development of technologies and systems to meet user 
requirements or capability gaps and national needs; 

5. testing , and evaluation of specific prototype systems for homeland/civil 
security applications in both laboratory environments and real or simulated 
operational settings. This includes technologies associated with enhanced detection 
and monitoring of potential terrorist activities and those associated with recovery 
and reconstitution of damaged or compromised systems; 

6. preparation of detailed final test reports to allow either Party or their 
Participants to evaluate follow-on efforts individually or to allow the transition of 
successful prototypes into operational deployments; 

7. system protection (including protection of automated infrastructure control 
systems) and information assurance (including protecting the integrity of data and 
information in control systems); 

8. reciprocal education, training, and exchange of scientific and technical 
personnel, and exchange of Equipment and Material in science and technology 
areas including research, development, testing, and evaluation; and 



9. development and exchange of best practices, standards, and guidelines. 



